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NIST (E AL 1E £ H fiTHFZZ AR National Institute of Standards and Technology) Tl&. [&#RtEX1UT«IZET 3
FRRIGHE BE . HARTZAVFEERELTUOVETH, ZOEEE9.1181E9.11E TIIRELEILARONFET,
NISTOEFNZKELEAREFEI-5LTI=EREIEL. FISMA(T4ARR) EWSEETT . CODEETIE. EFETFHERS
MNEREX 1) T1ZRIETDIEEETZF T ONISTICHLTIE, FDODBEBOHTARSAU DRAKEERF
FIFTWNVET,

(;X)FISMA : Federal Information Security Management Act of 2002 GEFIEIHRF T4 IR AUNE)
KETIE. ZCOLIZ BREF )T ERDERETEETERBHTTOET, COZXRFEOXNRELGLDIE,
BB, EFNBFHELVEBRRIEEZZ T TOSIREIONEBEFELTT,

NISTTIE. FISMADIREZZ (T T. TFISMABAZTOT Ik (The FISMA Implementation Project) | #3156 EIF.
FISMAY RGBT AVRTIL—LT—HE NS, [FREF 1) T4 BGMICRE - F ESEIREHCZ<LDE
. HARSA ERFELELT=,

CNONISTOXER L. FORNBTERD L. BUFHERERE T TII G DEOREER. tX TS ELEN.
BEBOFEREX 1) T A EKEZRLIEA=-HOIZR/IDEREEZAET,

FISMADHE

202 F 12 BICHIE SN EFHAFEID AL TEFIEREZXL) TAIRTAUME(FISMA) 11X,
B E BRI LT ERB L PIEFER AT LDEX 1) T4ZBIETH=-ODTOT S LERFHE.
XEIL, ERTHEEZEZFMHFTTOET, £, BIEIX NISTCREEILAZER AT ISXLT
(X, EFRBAFHFISMAIZEIN T 5F-DDXIEFT D EEEHFFITTULET,

GE)FISMADIRTE L., B EMBAEE KLY ERRRERIT VSN BRREICEERINE T,

https://www.ipa.go.jp/security/publications/nist/fisma.html
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Function Category Subcategory Informative References
Information Protection Processes and Procedures
(PRIP): _ PR.IP-11: Cybersecurity is
(BHT AT 523> OTOLRLFIR) included in human resources
Security policies (that address purpose, scope, roles, ractices (e.g.. deprovisionin
responsibilities, management commitment, and Eersonnel scf';eniflg) &
coordination among organizational entities), SH L) VA S
processes, and procedures are maintained and used ;tgﬁlﬁiliié)ﬁfégﬁﬁbnfgf%
to manage protection of information systems and i oh . * | "
ssets if‘:%?% GEHEYAN—tFal)
' TAIZIEEEND)
PROTECT (PR)  [Maintenance (PR.MA):

(HErEHE)
Maintenance and repairs of industrial control and €19
information system components is performed
consistent with policies and procedures.
Protective Technology (PR.PT):
(FRTIREI)
Technical security solutions are managed to ensure (5H)
the security and resilience of systems and assets,
consistent with related policies, procedures, and
agreements.

DETECT (DE) €=1:))

RESPOND (RS) (485)

RECOVER (RC) (&H)




Function

Category

Subcategory

Informative References

IDENTIFY
(ID)

Asset Management (ID.AM):
(YRR AUER)

The data, personnel, devices,
systems, and facilities that
enable the organization to
achieve business purposes are
identified and managed
consistent with their relative
importance to business
objectives and the
organization’ s risk strategy.
(T—32. A TINAR VR
T TN TA)

ID.AM-1: Physical devices and
systems within the organization
are inventoried

(FEBR OB T/NAR, VR
T L)

- CCS CSC 1

- COBIT 5 BAI09.01, BAI09.02

- ISA 62443-2-1:2009 4.2.3.4

- ISA 62443-3-3:2013 SR 7.8

- ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
- NIST SP 800-53 Rev. 4 CM-8

ID.AM-2: Software platforms and
applications within the
organization are inventoried
(FEBRDY IR T T -TIvk
Tr—L, T )r—3)

- CCS CSC 2

- COBIT 5 BAI09.01, BAI09.02, BAI09.05
- ISA 62443-2-1:2009 4.2.3.4

- ISA 62443-3-3:2013 SR 7.8

- ISO/IEC 27001:2013 A.8.1.1, A8.1.2

- NIST SP 800-53 Rev. 4 CM-8

ID.AM-6: Cybersecurity roles and
responsibilities for the entire
workforce and third—party
stakeholders (e.g., suppliers,
customers, partners) are
established
(ETOEEERIIHTEH A
N—tX 1 T1REBIEEE)

- COBIT 5 AP001.02, DSS06.03

- ISA 62443-2-1:2009 4.3.2.3.3

- ISO/IEC 27001:2013 A.6.1.1

- NIST SP 800-53 Rev. 4 CP-2, PS-7
PM-11

CP-2 CONTINGENCY PLAN

Control: The organization:

a. Develops a contingency plan for the
information system that:

PS-7 THIRD-PARTY PERSONNEL
SECURITY
Control: The organization:

PM-11 MISSION/BUSINESS PROCESS
DEFINITION

Control: The organization:

a. Defines mission/business processes
with consideration for information
security and the resulting risk to
organizational operations, organizational
assets, individuals, other organizations,
and the Nation; and
(Ey2ar-TJOER EDRR-TOER
DER)

b. Determines information protection
needs arising from the defined
mission/business processes and revises
the processes as necessary, until
achievable protection needs are
obtained.
(FATIOLSEDIEROCLEEERET
5)
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Function Category Subcategory Informative References
ID.GV-1: Organizational
information security policy is
established
PM-9 RISK MANAGEMENT
STRATEGY (V) RV EEHR)
Control: The organization:
Governance (ID.GV): a. Develops a comprehensive
The policies, procedures, and strategy to manage risk to
processes to manage anfj organizational operations and assets,
monitor the organization’ s individuals, other organizations, and
regulatory, legal, risk, the Nation associated with the
IDENTIFY environmental, and operational - COBIT 5 DSS04.02 operation and use of information
(ID) requirements are understood

and inform the management of
cybersecurity risk.
(HAN—EF2)T4-URID
IROAVN RYS— FIE. T
ARRZEFEZIRTAULN)

ID.GV-4: Governance and risk
management processes
address cybersecurity risks

- ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3,
4.2.3.8,4239,423.11,43.243,
4.3.2.6.3

- NIST SP 800-53 Rev. 4 PM-9, PM-
11

systems;

(AR A L DEE)

b. Implements the risk management
strategy consistently across the
organization; and
(FRigtERET ) R B IR EER)

c. Reviews and updates the risk
management strategy [Assignment:
organization—defined frequency] or
as required, to address organizational
changes.

(WRVEEHBBOEN, #iFEHE)
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1 CSX &2tz & ('Fundamental 5% .

http://www.isaca.org/cyber/Pages/Cybersecurity-Fundamentals-Certificate.aspx

2) Get Certified (&) BEEZREN ;

https://cybersecurity.isaca.org/csx-certifications

3) CSX-Fundamental’&#&HEE -

https://cvybersecurity.isaca.org/csx-certifications/csx-fundamentals-certificate
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